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Regulations and Ethics Regarding Consumer Privacy 
Introduction
What is data mining?


Data mining is a process which involves generating and presenting large amounts of relevant information that can be used to make decisions in industries such as the field of education as well as in retailing and the financial industries.  Data mining finds patterns associated with information that allows businesses to make more informed decisions that benefit them as well as the consumer.  Neural networks allow for the process of learning from the decisions that were made based on these databases to make even more informed decisions in the future (Datta, 2008).  Data mining also allows for computer-based methods that allow computers to find hidden patterns that indicate long-term trends associated with even small changes in information (Datta, 2008).
Data mining in the field of education

Regulations

Regulations associated with the practice of data mining in the field of education include those related to the legislation entitled the Family Educational Rights and Privacy Act (FERPA) (Privacy Technical Assistance Center, 2013).  This act provides protection to students that are currently enrolled in an educational institution that are consumers of educational services and protects their privacy with regard to their records (registrar.psu.edu, 2008).  Any educational institution that receives federal funding must comply with FERPA (registrar.psu.edu, 2008).  What this means is that students that are currently enrolled in school are protected, but this legislation does not apparently protect students that are no longer enrolled at a given institution of higher learning.  What this also means is that an institution of higher learning can release aggregate data that can be used for purposes associated with data mining to discover patterns regarding student achievement as well as information on individual students.  
Ethics

Ethics come into play in the field of education to the extent that they affect the ability of a student to be accepted into a program at a given educational institution.  In other words, there is a question of whether it is legal and ethical to uncover sensitive data on a student to determine his chances for success in an educational institution that the student is interested in attending through data mining.  Some of the sensitive information that may be collected on potential students who have applied to a higher learning institution includes scores on placement tests and whether a student has a scholarship (Suhiriman & Herawan, 2014).  Additional data might include the student’s number of siblings, the previous year’s grade point average, and perhaps the reputation of one’s high school as well as age, gender, and ethnicity (Suhiriman & Herawan, 2014).  In addition, Ivy League schools may even dig into the background of the student’s parents in determining admissions as well.

Some educators may argue that past performance is not necessarily a predictor of future performance, and that perhaps admissions decisions should be made based on an interview as well as an essay instead of the student’s history, for example, to determine the student’s suitability for a given learning environment. In other words, they question whether it is morally right to judge the person solely on past performance.  There is also a question as far as the validity and reliability of tests such as the SAT and the ACT as well as the GRE and GMAT in determining a student’s future success.  
Some educators feel that it is also unethical to collect data on a given student, some of which he may not even be aware of, in deciding whether or not to admit a student to a given school.  The argument is that most of this information is being compiled as part of an online data warehouse and can easily be shared with other educational institutions as well as all types of businesses including those in retail, etc.  In other words, it isn’t just whether a student graduated that is being shared, it is instead information related to the quality of the student’s performance as well as all types of related information.

Educators, on the other hand, that are responsible for making admissions decisions feel that it is their right to collect and use this data, as they are held responsible for student retention in order to guarantee federal funding for their learning institutions.  In other words, it is felt that, as consumers of educational services, educators should be more sensitive to the personal privacy of the students’ records and how they are used in the admissions process as well as by those outside of the field of education.  Educators, however, feel that consumers of educational services give up their rights to privacy in this setting due to the liability they represent if they drop out of the programs in which they have enrolled, for example.
Consumer privacy

Data mining could work in the consumer’s favor however, depending on the type of data that is uncovered.  For example, data that indicates that a student, with a less than stellar academic record that is a visual learner, attended a higher learning institution that relies heavily on auditory learning may be taken into consideration.   This may be the case if the program that the student is being considered for is online and relies heavily on visual learning.  This data could be uncovered by actually testing the student or by analyzing the student’s scholastic record versus the reputation of the school with regard to teaching methods to determine in which type of learning environment they are likely to excel.

President Obama has also tried to pass a law that prohibits educational institutions from selling/sharing a student’s personal information for non-educational purposes as part of the Consumer Privacy Bill of Rights (Gross, 2015).  The biggest problem with this bill is that student records, such as graduation information, are used by insurance companies to lower rates of college graduates.  This information is also used to give students a discount on their first new car after graduation and to give new college graduates offers for credit cards that are first time borrowers, etc.
Online marketing

Another argument is that institutions of higher learning aren’t doing enough to protect students in an online environment from marketers.  The reason for this conclusion is that educational technology is allowing companies to collect data from students in the form of personal information when they surf the web (Gross, 2015).  One of the concerns regarding this collection of information is due to the possibility of identity theft (Gross, 2015).  The problem with limiting where students can go on the web, and with regard to where they can search in order to prevent cybersecurity problems, is that students cannot have access to a great deal of valuable information.  In other words, it is impossible to provide the level of protection from marketers that President Obama is proposing in his legislation without seriously restricting the web searching capabilities of students.

Recommendations

Educational institutions need to balance the amount of data that can be shared with other educational institutions and marketers by classifying students based on their level of concern regarding the sharing of their personal information.  They should do this to the extent that it is possible to protect students without interfering with the opportunity of educators to effectively assess the ability of the student to succeed in a given academic environment.  Educational institutions should also voluntarily obtain the permission of students to share their personal information with marketers as well as other learning institutions.  Students should receive this service with the understanding that it may impede the admissions process at other learning institutions or disallow them from the benefits afforded to them by businesses based on their completion of a college degree.


With regard to protecting students online, students should also be able to choose the level of security that they desire when surfing the web using the school’s internet services.  This is the case due to the fact that too much security can impede the ability of the student to conduct effective research.  In other words, using Net Nanny for the adult educational consumer may not be the best course of action for all students.  


With regard to the admissions process at educational institutions, educators should inform students that the reason that they need as much information as possible is that they want to ensure that students that are admitted to a given program can continue through completion.  Educators should also gather information on the learning styles of the student and ensure that the student’s learning style is a match with the school’s teaching style.  This process would allow for better service to the student and would protect the school from the loss of funding due to a low retention rate as well as increase graduation rates.
Data mining in the field of retailing
Regulations


One of the major organizations that are in the process of formulating new legislation to protect the consumer is also that of the Federal Trade Commission (FTC) (Desai, Lodge, Gates, Wolvin & Louer, 2012).  The FTC’s scope of power is associated with the protection of the consumer from abuse of data by any for-profit organization (Hartzog & Solove, 2014).  Industries that are targets for enforcement by the FTC include automotive, financial, health, retail, online services, hospitality, entertainment, manufacturing, data processing, food and beverage, transportation, etc.  In other words, any industry that involves consumers is within the jurisdiction of the FTC (Hartzog & Solove, 2014).  The FTC’s powers are intentionally somewhat vague and are limited to instances in which there is harm or potential harm to the consumer that is not outweighed by benefits to the consumer or benefits to competition (Hartzog & Solove, 2014).  
Ethics


Ethics come into play in the retail environment to the extent that it is important to determine right from wrong with regard to the practice of retailers uncovering personal information about the consumer in order to provide personalized marketing services  Ethical practices also extend to the degree of care that a given organization takes in protecting customer data as well as the level of responsibility that the organization takes if there has been a breach of customer data (Hartzog & Solove, 2014)  Retail organizations that take an ethical stand with regard to the consumer do so in order to avoid losing that consumer to a competitor.

Ethics also come into play with regard to the protection of the consumer with instances of fraud associated with the retailer’s credit card.  Many retailers also operate in an online as well as a brick-and-mortar environment, and have a responsibility to protect the privacy of the consumer in this environment as well.  In addition, if the consumer uses the retailer’s credit card, and it is a card that can be used at other retailers or for other types of purchases, ethics comes into play to the extent that the retailer keeps the information about these purchases private rather than sharing this information with other retailers or other types of businesses.  
Other concerns regarding ethics extend to the types of information that a retailer collects on consumers including age, occupation, income, marital status, credit rating, and family size (Corrigan, Craciun & Powell, 2014). Additional information that may be collected includes distance of the residence from the retailer’s brick-and-mortar location, amount of disposable income, etc. (Corrigan et al., 2014).  Ethics comes into play in this instance to the extent that the retailer uses the information in a responsible manner in order to protect and benefit the consumer.
Consumer privacy

Consumer privacy, as stated above, is regulated to the degree that more harm than good is done to the consumer through actions such as data mining.  Target Department Stores is an excellent example of a retail organization that uses data mining to uncover consumers that will benefit from receiving promotions and coupons related to its products.  Target was under fire due to the fact that a pregnant teenager started receiving promotional materials for pregnancy-related products even before her father knew that she was pregnant (Cox & Harper, 2013).  The girl’s father stormed into Target’s corporate office with the advertisement for maternity clothes asking why his daughter, who was still in high school, was receiving these advertisements (Cox & Harper, 2013).  

Apparently, the teenager was making purchases for products that indicated that she may be pregnant and was identified through the use of this data mining technique, so these ads were sent to her for that reason.  Target can predict that a customer is pregnant with 87% accuracy using this method, and at one point, Target had a list of tens of thousands of women that this retailer felt might be pregnant (Corrigan et al., 2014).  This retailer is modifying its data mining practices to some degree to ensure that the right customers get the right promotional information, but the organization likely does not plan to stop using these practices.

One of the reasons for this conclusion is that Target identifies customers, such as single mothers, who are in great need of these promotions through its data mining practices.  If she lives too far from a store, the retailer will direct her towards the web site and will likely offer her free shipping as well on the needed items for her pregnancy and for her baby as well (Corrigan et al., 2014).  The FTC only intervenes in these cases when there is more harm than benefit due to a retailer’s data mining practices to the customer.  In this case, it is obvious that there is more benefit.

Online marketing

Retailers such as Target can protect consumers by keeping their browsing history private.  Retailers can instead use this data to send the consumer updates when products go on sale or clearance that are part of their browsing history.  Some online retailers might sell information to insurance companies or employers based on the consumer’s browsing history that might indicate that the consumer is overweight or diabetic based on his purchases (Corrigan et al., 2014).  Practices such as this will deter some consumers from shopping on a retailer’s site if they think that a practice such as this might occur.  


In this case, the FTC likely will intervene and ask the retailer to modify its use of the data in order to protect the consumer.  Again, the determination as to whether to intervene is decided based on the risk of harm versus benefit to the consumer.  Retailers may also be able to gain access to information regarding other online retailers that the consumer shops and gain additional information about the types of products that a given consumer purchases.  Retailers such as Target, however, appear to be interested primarily in consumers with young families.   
Recommendations

Retailers might want to also use the classification system of fundamentalists, pragmatists, and unconcerned to classify consumers as the percentage of consumers that fall into each class includes 26%, 64%, and 10% respectively (Lee, Ahn & Bang, 2011).  Fundamentalists have a high concern for security, pragmatists have a medium concern, and the unconcerned, of course, have a low concern.  This process would allow retailers to better target promotions that are directed towards each of these groups.  This process would also have to be weighed against the benefits of targeting a group such as expectant single mothers who need coupons for products such as diapers, etc. for their children.  In the case of Target for example, if she thinks everyone on her street got the same coupons, she is more likely to use them regardless of her concern about privacy (Corrigan et al., 2014).

Retailers might also want to heavily utilize loyalty program cards and store sponsored debit/credit cards to gather information regarding customer purchases.  The reason for this conclusion is that this practice is more likely to be accepted by consumers if they are getting something in return such as 5% off on their purchases or card-based discounts and promotions.  Retailers can also utilize data from sources such as Prizm to target mailers to the appropriate groups of consumers based on demographic data.  This is the case to the extent that the retailer wants to attract consumers such as single people and apartment dwellers who are more prevalent in some zip codes than others, as this tends to be an underserved group that can add to the retailer’s bottom line.

Data mining in the field of banking
Regulations


Regulations related to consumer credit as determined by banks include the Equal Credit Opportunity Act, which is part of the Consumer Credit Protection Act (fdic.gov, 2014).  Under this act, consumers are protected with regard to the types of information that they must provide, and they are reminded that information such as race, color, religion, national origin, marital status or sex shall not be used to determine credit worthiness.  This protects consumers from undue discrimination that may have occurred before the passage of this act.
Ethics

Ethics come into play with regard to credit and the use of data mining with respect to the fact that the data that is mentioned above should not be part of the data mining process based on the Fair Credit Reporting Act.  Banks should use data mining responsibly and in an ethical manner so that their actions protect the consumer as well as the health of the banks themselves and the economy.  Ethics also come into play to the extent that data mining is used to establish patterns that also protect the consumer with regard to the types of credit that are offered, payment schedules, ability to pay online and view one’s statement online, etc.  

Ethical credit granting organizations should also consider the reason that the consumer has outstanding credit.  These reasons may be related to the necessity to purchase an automobile, furniture, a television, or for education/retraining and re-careering purposes (Oreski & Oreski, 2013).  What this means is that this data can be taken into consideration if the borrower has a high credit balance, and perhaps the lender can extend a lower level of credit to these borrowers under these circumstances.  Also, in most cases, students will repay outstanding loans over time and become eligible for a higher credit balance, which adds to the profitability of the lender over time.
Consumer privacy

Using the consumer’s interests, background, and behaviors as well as other data, banks can literally personalize the offerings that they make to consumers in the form of credit-based products (Mierzwinski & Chester, 2012).  This requires that these organizations collect information, some of which may be considered sensitive by the consumer.  This information includes online activity of the consumer, length at one’s residence, musical tastes, hobbies, all types of demographic information, use of prepaid debit cards, and estimated home value (Mierzwinski & Chester, 2012).  
Additional information might include mode of living, character, general reputation, and personal characteristics (Mierzwinski & Chester, 2012).  Creditors might also consider the types of purchases that were made using credit as well.  These are all items that concern many consumers with regard to their personal privacy.


Consumers that were considered high risk, however, may be good risks for small amounts of credit that allow them to rebuild their credit worthiness.  Even after they do so, banks can use the information in their databases to protect the consumer from getting into the same bad situation that confronted them during the previous financial crisis (Mierzwinski & Chester, 2012).  What this means is that products such as interactive banking over the internet that allow consumers access in real time to their credit-based records combined with all of the information that is compiled in these databases can actually protect the consumer when used in an ethical manner.  The reason that this is the case is that these databases are used to find patterns that indicate what the consumer is able to manage in the form of credit.  In other words, some degree of interference in the consumer’s privacy may actually be of benefit in the long run to the consumer.
Online marketing

Online marketing is used by creditors in the form of the provision of an online calculator that allows a potential borrower to get information on credit cards, insurance or car loans, etc. that may be used to create immediate offers to qualified borrowers (Mierzwinski & Chester, 2012).  These offers are created immediately based on demographic, geographic, financial, and product preference information (Mierzwinksi & Chester, 2012).  Many times the consumer uses his mobile phone to conduct these types of transactions as well (Mierzwinski & Chester, 2012).  These decisions are also made based on loan amount and income level (Mierzwinski & Chester, 2012).  What this means is that, based on these calculators, banks can immediately take advantage of the opportunity to serve creditworthy borrowers before their competitors have an opportunity to contact them.  The reason that this can occur is that banks have databases that are created primarily through data mining practices that allow them to collect and use large amounts of data to make credit decisions in real time.

Recommendations 

Creditors need to remind potential borrowers that, as stated above, the only reason that they can make credit decisions in real time over the internet is due to the vast amount of information that they are able to collect on consumers.  Creditors should also create a web site that outlines the types of information that may be used to determine the consumer’s credit worthiness.  Much of the information, though, remains confidential because it allows creditors to have a competitive advantage over the competition and provide quicker results to the consumer.  The most important piece of information for the consumer, it appears, is to know the level of sharing that takes place regarding personal information.  It does not appear, however, that this information is shared.  It is more likely that, based on advanced capabilities associated with data mining, these organizations are able to collect their own information and create independent databases.

Creditors should also continue to utilize information about occupation and working sector to screen applicants, as some occupations are more prone to layoffs than others (Yap, Ong & Husain, 2011).  These borrowers, who generally have higher incomes due to the risk associated with their occupation, can quickly get into financial trouble due to a layoff situation.  What this means is that perhaps individuals in riskier occupations should have a higher down payment before assuming a mortgage, etc.  

Conclusion


As one can see, even though there is a concern regarding the consumer’s privacy in relation to the data mining practices of businesses and educators, it appears that there are more benefits than harm for the consumer.  This is the case to the degree that a business or educational institution exercises ethical practices in obtaining and using the data for the good of the consumer.  In addition, this paper outlined the fact that many consumers might not receive promotional offers or be extended the opportunity to attend a given learning institution if it were not for these practices to use as much information as possible in the decision-making process.
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